Bomb Threats and Physical Security Planning

Foreword

Bombing and the threet of being bombed are harsh redities in today's world. The public
is becoming more aware of those incidents of violence that are perpetrated by vicious,
nefarious segments of our society through the illegd use of explosves. Law enforcement
agencies are charged with providing protection for life and property, but law enforcement
aone cannot be held respongble. Every citizen must do his or her part to ensure a safe
environmen.

This pamphlet is desgned to help both the public and private sectors prepare for the
potentid threat of explosives related violence. While the ideas set forth herein are
gpplicable in most cases, they are intended only as a guide. The information provided is
compiled from awide range of sources, including the actua experiences of specia agents
of the Bureau of Alcohol, Tobacco and Firearms (ATF).

If thereis one point that cannot be overemphasized, it isthe vaue of being prepared. Do
not dlow abomb incident to catch you by surprise. By developing a bomb incident plan
and congdering possible bomb incidents in your physical security plan, you can reduce
the potentia for persona injury and property damage.

In making this pamphlet avalable to you, we hope to help you better prepare to deal with
bomb thrests and theillegal use of explosives.

Bombs

Bombs can be congtructed to look like amost anything and can be placed or ddivered in
any number of ways. The probability of finding abomb that looks like the stereotypica
bomb is amost nonexistent. The only common denominator that exists anong bombsis
that they are designed or intended to explode.

Most bombs are homemeade and are limited in their design only by the imagination of,
and resources available to, the bomber. Remember, when searching for abomb, suspect
anything that looks unusud. Let the trained bomb technician determine what isor isnot a
bomb.

Bomb Threats

Bomb threats are delivered in avariety of ways. The mgority of threats are cadled in to
the target. Occasionally these cdlls are through a third party. Sometimes athreet is
communicated in writing or by arecording. Two logica explanations for reporting a
bomb threat are:



1. The cdler has definite knowledge or believes that an explosive or incendiary bomb has
been or will be placed and he/she wants to minimize persond injury or property damage.
The caller may be the person who placed the device or someone who has become aware
of such information.

2. The cdler wants to create an amosphere of anxiety and panic which will, in turn,
result in adisruption of the normd activities at the facility where the deviceis
purportedly placed. Whatever the reason for the report, there will certainly be areaction
to it. Through proper planning, the wide variety of potentialy uncontrollable reactions
can be greatly reduced.

Why Prepare?

If you accept the two aforementioned explanations for reporting that a bomb is about to
go off, you can better prepare to foil the bomber or threat maker. Through proper
preparation, you can reduce the accessibility of your business or building and identify
those areas that can be “hardened” againgt the potential bomber. Thiswill limit the
amount of time logt to searching, if you determine a search is necessary. If abomb
incident occurs, proper planning will indill confidence in the leadership, reinforce the
notion that those in charge do care, and reduce the potential for persond injury and
property loss. Proper planning can also reduce the threat of panic, the most contagious of
al human emoations. Panic is sudden, excessive, unreasoning, infectious terror. Once a
date of panic has been reached, the potentid for injury and property damage is grestly
increased. In the context of a bomb threat, panic is the ultimate achievement of the caler
not taking every step necessary to meet the thredt.

How to Prepare

In preparing to cope with abomb incident, it is necessary to develop two separate but
interdependent plans, namely a physica security plan and abomb incident plan. Physica
security provides for the protection of property, personnd, facilities, and materid againgt
unauthorized entry, trespass, damage, sabotage, or other illegd or crimind acts. The
physical security plan dedlswith prevention and control of access to the building. In most
ingtances, some form of physical security may be dreedy in existence, athough not
necessarily intended to prevent abomb attack.

The bomb incident plan provides detailed procedures to be implemented when abombing
attack is executed or threatened. In planning for the bomb incident, a definite chain of
command or line of authority must be established. Only by using an established
organization and procedures can the bomb incident be handled with the least risk to all
concerned. A dearly defined line of authority will indill confidence and avoid panic.
Egtablishing a chain of command is essy if thereis asmple office structure, one

business, one building. However, if acomplex situation exists, a multi-occupant building
for example, a representative from each occupant entity should attend the planning
conference. A leader should be gppointed and a clear line of successon delineated. This
chain of command should be printed and circulated to al concerned parties.



In planning, you should designate a command center to be located in the switchboard
room or other foca point of telephone or radio communications. The management
personnd assigned to operate the center should have the authority to decide whatever
action should be taken during the threat. Only those with assigned dutie's should be
permitted in the center. Make some provison for dternatesin the event someoneis
absent when athrest is received. Obtain an updated blueprint or floor plan of your
building and maintain it in the command center.

Contact the police department, fire department, or local government agencies to

determineif any assgtanceis available to you for developing your physica security plan

or bomb incident plan. If possible, have police and/or fire department representatives and
members of your staff ingpect the building for areas where explosives are likely to be
concealed. (Make a checklist of these areas for inclusion in command center materials.)

Determine whether there is abomb disposd unit available, how to contact the unit, and
under what conditionsit is activated. In developing your bomb incident plan, you must
aso ascertain whether the bomb disposal unit, in addition to disarming and removing the
explosves, will assgt in searching the building in the event of athrest.

Training is essentid to ded properly with abomb threet incident. Ingtruct al personnel,
especidly those at the telephone switchboard, in what to do if abomb threet is received.
Be absolutdly certain that dl personnd assgned to the command center are aware of their
duties. The postive aspects of planning will be logt if the leedership is not apparent. It is
aso very important to organize and train an evacuation unit which will be responsive to
the command center and has a clear understanding of the importance of itsrole.

We have suggested that the command center be located near the switchboard or foca
point of communications. It is critica that lines of communication be established between
the command center and the search or evacuation teams. The center must have the flexi-
bility to keep up with the search team progress. In alarge facility, if the teams go beyond
the communications network, the command center must have the mobility to maintain
contact and track search or evacuation efforts.

Security Againgt Bomb Incidents

We mentioned earlier that, in dealing with bomb incidents or potentia bomb incidents,
two interrelated plans must be developed, the bomb incidert plan and the physica
security plan. Heretofore, we have primarily addressed the bomb incident plan. Now,
before continuing with that plan, we will discuss security measures as they gpply to
“hardening” againgt the bomb attack.

Mosgt commercid structures and individua residences aready have some security in

place, planned or unplanned, realized or not. Locks on windows and doors, outside lights,
etc., are dl designed and ingtdled to contribute toward the security of afacility and the
protection of its occupants.



In cond dering measures to increase security for your building or office, it is highly
recommended that you contact your local police department for guidance regarding a
gpecific plan for your facility. Thereis no Sngle security plan that is adaptable to dl
stuations. The following recommendations are offered because they may contribute to
reducing your vulnerability to bomb attacks.

The exterior configuration of abuilding or facility is very important. Unfortunately, in

most ingtances, the architect has given little or no consderation to security, particularly
toward thwarting or discouraging a bomb attack. However, by the addition of fencing and
lighting, and by controlling access, the vulnerability of afacility to abomb attack can be
reduced significantly.

Bombs being delivered by car or left in acar are agrave redlity. Parking should be
redricted, if possible, to 300 feet from your building or any building in acomplex. If
restricted parking is not feasible, properly identified employee vehicles should be parked
closest to your facility and vigitor vehicles parked at a distance.

Heavy shrubs and vines should be kept close to the ground to reduce their potentid to
conced criminas or bombs. Window boxes and planters are perfect receptacles for the
bomber. Unlessthereis an absolute requirement for such ornamentation, window boxes
and planters are better removed. If they must remain, a security patrol should be
employed to check them regularly.

A highly visble security patrol can be a sgnificant deterrent. Even if this "patrol” is only
one security guard/night guard, he/she is optimally utilized outside the building. If an
interior guard is utilized, congder the ingalation of closed circuit televison cameras that
cover exterior building perimeters. Have an adequate burglar darm system ingtdled by a
reputable company that can service and properly maintain the equipment. Post Sgns
indicating thet such asysemisin place.

Entrance/exit doors with hinges and hinge pins on the inside to prevent remova should

be ingtaled. Solid wood or sheet meta faced doors provide extra integrity that a hollow-
core wooden door cannot provide. A sted door frame that properly fits the door isas
important as the construction of the door. The ided security Stuation is a building with

no windows. However, bars, grates, heavy mesh screens, or stedl shutters over windows
offer good protection from otherwise unwanted entry. It isimportant thet the openingsin
the protective coverings are not too large. Otherwise, a bomb may be introduced into the
building while the bomber remains outsde. Floor vents, transoms, and skylights should
aso be covered. Please note that fire safety considerations preclude the use of certain
window coverings. Municipa ordinances should be researched and safety considered
before any of these renovations are undertaken.

Controls should be established for positively identifying personne who are authorized
access to critica areas and for denying access to unauthorized personnd. These controls
should extend to the inspection of dl packages and materids being taken into critical
aress.



Security and maintenance personne should be dert for people who act in a suspicious
manner, as well as objects, items, or parcels which look out of place or suspicious.
Surveillance should be established to include potentid hiding places (e.g., Sairwells, rest
rooms, and any vacant office space) for unwanted individuas.

Doors or access ways to such areas as boiler rooms, mailrooms, computer aress,
switchboards, and eevator control rooms should remain locked when not inuse. It is
important to establish a procedure for the accountability of keys. If keys cannot be
accounted for, locks should be changed.

Good housekeeping is dso vita. Trash or dumpster areas should remain free of debris. A
bomb or device can easily be concedled in the trash. Combustible materias should be
properly disposed of, or protected if further use is anticipated.

Install detection devices at dl entrances and closedcircuit televison in those aress
previoudy identified as likely places where a bomb may be placed. This, coupled with
the posting of sgnsindicating such measures arein place, isagood deterrent.

Wein ATF recognize the necessity for businesses to maintain good public relations.
Corporate responsbility, however, aso encompasses the safety and protection of the
public. The threstened use of explosives necessitates that in the interest of safety and
Security, some inconvenience may have to be imposed on visitors to public buildings.
The public is becoming more accustomed to routine security checks and will readily
accept these minor inconveniences.

Perhaps entrances and exits can be modified with aminima expenditure to channd dl
vigitors through someone at a reception desk. Individuds entering the building would be
required to Sgn aregister indicating the name and room number of the person whom they
wish to visit. Employees at these reception desks could contact the person to be visited
and advise him/her that avigtor, by name, isin the lobby. The person to be visted may
decide to come to the lobby to ascertain that the purpose of the visit isvaid. A system for
sgning out when the individud departs could be integrated into this procedure. Such a
procedure may result in complaints from the public. If the reception desk clerk explains
to the vigtor that these procedures were implemented in his’her best interest and safety,
the complaints would be reduced. The placement of asign at the reception desk
informing visitors of the need for safety is ancther option.

Responding to Bomb Threats

Ingtruct al personnd, especialy those at the telephone switchboard, in what to do if a
bomb threat call isreceived. It isdways desirable that more than one person ligenin on
the call. To do this, a covert sgnding system should be implemented, perhaps by using a
coded buzzer sgna to a second reception point. A cam response to the bomb threat
cdler could result in obtaining additiond information. Thisis especidly trueif the caler
wishesto avoid injuries or deaths. If told that the building is occupied or cannot be



evacuated in time, the bomber may be willing to give more specific information on the
bomb's location, components, or method of initiation.

The bomb threat cdler is the best source of information about the bomb. When a bomb
threatiscdled in:

- Keep the caller on the line aslong as possible. Ask him/her to repesat the message.
Record every word spoken by the person.

- If the cdler does not indicate the location of the bomb or the time of possible
detonation, ask him/her for thisinformation.

- Inform the caller that the building is occupied and the detonation of abomb could result
in death or serious injury to many innocent people.

- Pay particular attention to background noises, such as motors running, music playing,
and any other noise which may give aclue asto the location of the cdler.

- Listen dosdly to the voice (mde, femae), voice qudity (cam, excited), accents, and
gpeech impediments. Immediately after the caller hangs up, report the threet to the person
designated by management to receive such information .

- Report the information immediatdly to the police department, fire department, ATF,
FBI, and other appropriate agencies. The sequence of natification should be established
in the bomb incident plan.

- Remain available, as law enforcement personnd will want to interview you.

When awritten threet is received, save al materids, including any envelope or container.
Once the message is recognized as a bomb threst, further unnecessary handling should be
avoided. Every possible effort must be made to retain evidence such as fingerprints,
handwriting or typewriting, paper, and postal marks. These will prove essentid in tracing
the threat and identifying the writer.

While written messages are usudly associated with generalized threats and extortion
attempts, awritten warning of a specific device may occasiondly be received. It should
never be ignored.

Decison Time

The mogt serious of dl decisonsto be made by management in the event of abomb
threat is whether to evacuate the building. In many cases, this decison may have dready
been made during the development of the bomb incident plan. Management may
pronounce a carte blanche policy that, in the event of abomb threet, tota evacuation will
be effective immediately. This decison circumvents the caculated risk and demondtrates



adeep concern for the safety of personnel in the building. However, such adecison can
result in codtly loss of time.

Essentidly, there are three dternatives when faced with a bomb threst:
1. Ignore the threst.

2. Evacuate immediately.

3. Search and evacuate if warranted.

Ignoring the threst completely can result in some problems. While a statistical argument
can be made that very few bomb threats are red, it cannot be overlooked that bombs have
been located in connection with threats. If employees learn that bomb threats have been
received and ignored, it could result in morde problems and have along-term adverse
effect on your business. Also, there is the possibility that if the bomb threat caller feds
that he/sheis being ignored, he/she may go beyond the threat and actudly plant a bomb.
Evacuating immediately on every bomb threet is an dternative that on face vaue gppears
to be the preferred approach. However, the negative factors inherent in this approach
must be consdered. The obvious result of immediate evacuation is the disruptive effect
on your business. If the bomb threat caller knows that your policy isto evacuate each
timeacdl ismade, he/she can continudly call and force your business to astanddtill. An
employee, knowing that the policy isto evacuate immediately, may make athreet in

order to get out of work. A student may use abomb threet to avoid aclass or miss atest.
Also, abomber wishing to cause persond injuries could place abomb near an exit
normally used to evacuate and then cal in the threst.

Initiating a search after athreet is received and evacuating a building after a suspicious
package or deviceisfound is the third, and perhaps most desired, approach. It is certainly
not as disruptive as an immediate evacuation and will satisfy the requirement to do
something when athreet is recaived. If adeviceisfound, the evacuation can be
accomplished expeditioudy while at the same time avoiding the potential danger areas of
the bomb.

Evacuation

An evacuation unit congsting of management personne should be organized and trained.
The organization and training of this unit should be coordinated with the devel opment of
the bomb incident plan, aswdll aswith dl tenants of a building.

The evacuation unit should be trained in how to evacuate the building during a bomb
threst. Y ou should consider priority of evacudtion, e.g., evacuation by floor level.
Evacuate the floor levels above and below the danger areain order to remove those
persons from danger as quickly as possible. Training in thistype of evacuation is usudly
available from palice, fire or other units within the community. Y ou may dso train the
evacuation unit in search techniques, or you may prefer a separate search unit. Volunteer
personnd should be solicited for this function. Assgnment of search wardens, team
leaders, etc., can be employed. To be proficient in searching the building, search
personnd must be thoroughly familiar with dl halways, rest rooms, fase ceiling aress,



and every location in the building where an explosive or incendiary device may be
conceded. When police officers or firefighters arrive at the building, the contents and the
floor plan will be unfamiliar to them if they have not previoudy reconnoitered the

facility. Thus, it is extremey important that the evacuation or search unit be thoroughly
trained and familiar with the floor plan of the building and immediate outsde aress.

When aroom or particular areais searched, it should be marked or sealed with a piece of
tape and reported to the supervisor of that area.

The evacuation or search unit should be trained only in evacuation and search techniques
and not in the techniques of neutralizing, removing or otherwise having contact with the
device. If adeviceislocated, it should not be disturbed. However, its location should be
well marked and a route back to the device noted.

Search Teams

It is advisable to use more than one individud to search any area or room, no matter how
small. Searches can be conducted by supervisory personne, area occupants, or trained
explosive search teams. There are advantages and disadvantages to each method of
daffing the search teams.

Using supervisory personnd to search is a rapid approach and causes little disturbance.
There will be little loss of employee working time, but a morae problem may develop if
it is discovered that a bomb threat has been recelved and workers were |eft unaware.
Using a supervisor to search will usualy not be as thorough because of higher
unfamiliarity with many aress and hishher desire to get on with business.

Using area occupants to search their own areasis the best method for arapid search. The
occupants concern for their own safety will contribute toward a more thorough search.
Furthermore, the personnd conducting the search are familiar with what does or does not
belong in aparticular area. Using occupants to search will result in a shorter loss of work
time than if al were evacuated prior to search by trained teams. Using the occupants to
search can have a pogitive effect on morale, given agood training program to develop
confidence. Of course, thiswould require the training of an entire work force, and idedlly
the performance of severa practica training exercises. One drawback of this search
method is the increased danger to unevacuated workers.

The search conducted by atrained team is the best for safety, morae and thoroughness,
though it does take the mogt time. Using atrained team will result in asignificant loss of
production time. It isa dow operation that requires comprehensive training and practice.
The decison as to who should conduct searches lies with management, and should be
considered and incorporated into the bomb incident plan.

Sear ch Technique

The following room search technique is based on the use of a two- person searching team.
There are many minor varigions possble in searching aroom. The following contains



only the basic techniques. When the two- person search team enters the room to be
searched, they should first move to various parts of the room and stand quietly with their
eyes closed and listen for a clockwork device. Frequently, a clockwork mechanism can
be quickly detected without use of pecia equipment. Even if no clockwork mechanism
IS detected, the team is now aware of the background noise level within the room itsdf.
Background noise or transferred sound is dways disturbing during a building search. If a
ticking sound is heard but cannot be located, one might become unnerved. Theticking
sound may come from an unbaanced ar conditioner fan severd floors awvay or from a
dripping Snk down the hall. Sound will transfer through ar conditioning ducts, aong
water pipes, and through wals. One of the mogt difficult buildings to search is one that
has steam or hot water heet. This type of building will congtantly thump, crack, chatter,
and tick due to the movement of the steam or hot water through the pipes and the
expangon and contraction of the pipes. Background noise may aso include outsde
traffic sounds, rain, and wind.

Theindividud in charge of the room searching team should look around the room and
determine how the room isto be divided for searching and to what height the first
searching sweep should extend. The first searching sweep will cover dl items resting on
the floor up to the selected height.

Y ou should divide the room into two virtudly equd parts. This equd divison should be
based on the number and type of objects in the room to be searched and not on the size of
the room. An imaginary lineis then drawn between two objects in the room; eg., the
edge of the window on the north wall to the floor lamp on the south wall.

First Room Sear ching Sweep

Look at the furniture or objects in the room and determine the average height of the
mgjority of items resting on the floor. In an average room, this height usualy includes
table or desktops and chair backs. The first searching height usudly coversthe itemsin
the room up to hip height. After the room has been divided and a searching height has
been sdlected, both individuals go to one end of the room division line and Sart from a
back-to-back postion. Thisisthe starting point, and the same point will be used on each
successive searching sweep. Each per son now dtarts searching his’her way around the
room, working toward the other person, checking al items resting on the floor around the
wall area of the room. When the two individuas mest, they will have completed a"wall
sweep." They should then work together and check dl itemsin the middle of the room up
to the selected hip height, including the floor under the rugs. Thisfirst searching sweep
should a0 include those items that may be mounted on or in the wals, such asair
conditioning ducts, baseboard heeters, and built-in wall cupboards, if these fixtures are
below hip height.

Thefirg searching sweep usudly consumes the mogt time and effort. During dl the
searching sweeps, use the dectronic or medica stethoscope on walls, furniture items, and
floors.



Second Room Sear ching Sweep

Theindividua in charge again looks a the furniture or objectsin the room and

determines the height of the second searching sweep. This height is usudly from the hip
to the chin or top of the head. The two persons return to the starting point and repeat the
searching technique at the second selected searching height. This sweep usudly covers
pictures hanging on the walls, built-in bookcases, and tal table lamps.

Third Room Sear ching Sweep

When the second searching sweep is completed, the person in charge again determines
the next searching height, usudly from the chin or the top of the head up to the ceiling.
The third sweep isthen made. This sweep usudly covers high mounted air conditioning
ducts and hanging light fixtures.

Fourth Room Sear ching Sweep

If the room has afdse or sugpended ceiling, the fourth sweep involves investigation of
thisarea. Check flush or celling mounted light fixtures, air conditioning or ventilation
ducts, sound or speaker systems, eectrica wiring, and structurd frame members.

Have asign or marker indicating " Search Completed” conspicuoudy posted in the area.
Place a piece of colored Scotch tape across the door and door jam approximately 2 feet
above floor leve if the use of Sgnsisnot practical.

The room searching technique can be expanded. The same basi ¢ technique can be applied
to search any enclosed area. Encourage the use of common sense or logic in searching. If
aguest spesker a a convention has been threatened, common sense would indicate
searching the speakers platform and microphones first, but ways return to the searching
technique. Do not rely on random or spot checking of only logica target aress. The
bomber may not be alogical person.

In conclusion, the following steps should be taken in order to search aroom:

1. Divide the area and sdlect a search height.

2. Start from the bottom and work up.

3. Start back-to-back and work toward each other.

4. Go around the walls and proceed toward the center of the room.

Suspicious Object L ocated

It isimperative that personnd involved in a search be indructed that their only misson is
to search for and report suspicious objects. Under no circumstances should anyone move,
jar or touch a suspicious object or anything attached to it. The remova or disarming of a
bomb must be I€ft to the professionds in explosive ordnance disposa. When a suspicious
object is discovered, the following procedures are recommended:



1. Report the location and an accurate description of the object to the appropriate warden.
Thisinformation should be rdlayed immediately to the command center, which will,

notify the police and fire departments, and rescue squad. These officers should be met

and escorted to the scene.

2. If absolutely necessary, place sandbags or mattresses, never metal shields, around the
suspicious object. Do not attempt to cover the object.

3. ldentify the danger area, and block it off with a clear zone of at least 300 fedt,
including floors below and above the object.

4. Check to seethat al doors and windows are open to minimize primary damage from
blast and secondary damage from fragmentation.

5. Evacuate the building.

6. Do not permit reentry into the building until the device has been removed/disarmed,
and the reentry.

Handling of the News M edia

It is of paramount importance that al inquiries from the news media be directed to one
individual appointed as spokesperson. All other persons should be instructed not to
discuss the Stuation with outsiders, epecidly the news media.

The purpose of this provison isto furnish the news media with accurate information and
to see that additiona bomb threat cals are not precipitated by irresponsible statements
from uninformed sources.

Summary

This pamphlet serves only as a guide and is not intended to be anything more. The
ultimate determination of how to handle abomb threst must be made by the individua
responsible for the threatened facility. Develop abomb incident plan. Draw upon any
expertise thet is avallable to you from police departments, government agencies, and
security specidigts. Don't leave anything to chance. Be prepared!

Bomb Incident Plan

1. Designate a chain of command.

2. Establish a command center.

3. Decide what primary and dternate communications will be used.

4. Egablish clearly how and by whom a bomb threst will be evaluated.

5. Decide what procedures will be followed when abomb threet is received or device
discovered.

6. Determine to what extent the available bomb squad will assist and a what point the



squad will respond.

7. Provide an evacuation plan with enough flexibility to avoid a sugpected danger area.
8. Designate search teams.

9. Designate areas to be searched.

10. Edtablish techniques to be utilized during search.

11. Establish a procedure to report and track progress of the search and a method to lead
qudified bomb technicians to a suspicious package.

12. Have a contingency plan available if abomb should go off.

13. Egtablish asmple to follow procedure for the person receiving the bomb threst.
14. Review your physica security plan in conjunction with the development of your
bomb incident plan.

Command Center

1. Desgnate a primary location and an dternate location.

2. Assign personnd and designate decision making authority.

3. Establish amethod for tracking search teams.

4. Mantain alis of likely target aress.

5. Maintain a blueprint of floor diagramsin the center.

6. Establish primary and secondary methods of communication. (Caution-the use of two-
way radios during a search can cause premature detonation of an electric blasting
cap.)

7. Formulate a plan for establishing a command center, if athrest isreceived after normal
work hours.

8. Maintain aroster of dl necessary telephone numbers.

NOTE: This pamphlet is developed, written, and approved by the Bureau of Alcohal,
Tobacco and Firearms (ATF). It issimply made available to you from Proof Positive
Investigations. Asthe guide mentions, thisinformation is provided for information
only. A bomb incident plan must be designed specifically for each facility concerned.
Proof Positive | nvestigations can assist you in developing a Bomb I ncident Plan for
your business/facility. Visit us at www.proofpositiveinvestigations.com or giveusa
call at (678) 567-0515 to request further information on how we can help you be more
prepared when terrorism strikes again! Preparedness saves lives!




